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MOBICONTROL

FOR ANDROID® 288

Android is becoming the go-to operating system (OS) in the enterprise, providing the level of
management and security businesses want for their preferred Android devices. Proven mobility
management solution SOTI MobiControl, with its industry-leading Android management
capabilities, ensures Android devices are secured, managed and supported. It’s a best-in-class
partnership you can count on anytime, anywhere, for any OS version and any device manufacturer.

ANDROID ENTERPRISE ANDROID+

Android Enterprise gives Enterprise IT a more consistent Android+ provides critical Android Enterprise (AE)
management experience across Android devices for all capabilities which are missing in devices running older
manufacturers. versions of the Android OS.

Combined with SOTI MobiControl, you'll deliver superior Makes everyone’s job easier by giving access to previously
support for Android devices of all deployment types: unavailable features, including:

*  Work-only managed devices * Fast remote control to quickly troubleshoot and resolve
° Dedicated purpose devices device and app issues

* Personally enabled devices ° Kiosk Mode/lockdown which restricts the device to

business-critical apps and functions

* Efficient rollouts of in-house enterprise apps that
minimizes downtime

NO BUGS, NO SURPRISES, NO PROBLEMS

SOTI partners with over 200 device manufacturers to validate core Enterprise Mobility Management (EMM) functionality
and verify device compatibility with SOTI MobiControl. This service is available to you to make sure your chosen mobile
devices will perform as expected.



SOTI MOBICONTROL FEATURES AND BENEFITS FOR ANDROID

EASY ANDROID DEPLOYMENT

* Provision Android devices quickly with a variety of staging methods including barcode scanning, Samsung Knox Mobile
Enrollment and zero-touch enrollment (ZTE).

* Silently provision corporate email, contacts, apps and security policies over-the-air (OTA) without user input.

* Control key device features remotely, such as camera, App Store, Wi-Fi, Bluetooth®, NFC, and configure Access Point Name
(APN) settings.

GUARANTEE SECURITY AND PRIVACY

* Establish device integrity before enrollment using SafetyNet Attestation, and get instant alerts if the device
becomes compromised.

* Enforce strong passwords and data encryption, manage certificates, and prevent data leakages from corporate apps.
° Automatically scan for viruses/malware with antivirus powered by BitDefender.

° Restrict devices to a single app or suite of apps using Kiosk Mode/lockdown.

* Create work profiles to keep personal and corporate apps, accounts and data separate.

* Prevent unauthorized parties from factory resetting and re-provisioning company owned devices.

MANAGE APPS AND CONTENT

* Deploy enterprise apps securely through a private app catalog.
* Provide a curated enterprise app store on Google Play to separate work and personal apps.
* Control access to, and edit, corporate files and documents using the SOTI Hub secure content editor.

* Enforce web access policies with the SOTI Surf secure browser to ensure authorized access to web content.

BUSINESS-CRITICAL FEATURES

* Remotely support mobile users by viewing and controlling devices, and device files OTA.
* Track and report on devices globally, send alerts, or modify device behaviour based on location.

* Manage telecom expenses for each user, send alerts, or shutdown device features when thresholds are exceeded.

TO LEARN MORE:

8, Please contact a SOTI sales representative: sales@soti.net android
o enterprise
i, Or sign up for a free 30-day trial of SOTI MobiControl: soti.net/trial focoMmanded |

S O T I SOTI is a proven innovator and industry leader for simplifying business mobility and loT solutions by making them .
smarter, faster and more reliable. SOTI helps businesses around the world take mobility to endless possibilities. Sotl . net
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